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Repulse the Pulse
A step forward in electromagnetic pulse mitigation technology could protect electrical systems,
while letting them stay connected to 
external
power and communications services.

The Electromagnetic Pulse (EMP) is a phenomenon
associated with nuclear explosions. In recent years,
its devastating potential has been revisited as a
means of targeting electrical and electronic systems.
Three EMPs accompany a nuclear explosion, E1, E2
and E3: E1 occurs when a nuclear bomb d
 etonates,
with the explosion producing gamma radiation. The
gamma radiation hits protons in the ground and atmosphere, triggering electrons. This process starts
charging the atmosphere in the vicinity and some
distance from the explosion. The electrons hit power
lines and antennas., which conduct the electrons into
A USAF E-4B Advanced Airborne Command Post strategic command and control
buildings, e lectrical and electronic appliances. The
aircraft undergoes EMP hardening at Kirkland airbase, NM. (Photo: USAF)
charges resulting from the EMP can have strengths
of hundreds of thousands of volts, greatly eclipsing
normal grid voltages of 110 and 220 volts. Anything connected to the grid
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consequences.

An illustration of how the EMP resulting from
a high-altitude nuclear detonation could radiate, and its potential
to damage electrical systems across large areas. (Graphic: Geopolitical Futures)
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The E2 pulse follows E1 milliseconds later. This latter pulse has a lower
amplitude than E1, but is similar to a very strong lightning strike. It also
reaches a lot further than E1. Let us suppose that a nuclear weapon is
detonated at a very high altitude above Texas. If you were directly above
the explosion, you will be hit by all three pulses. If you were some distance
away, for example in Colorado, you will be hit by E1 and E2. If you are
even further away, perhaps on the US eastern or western seaboards you
will only be hit by E3 which travels comparatively slowly and could take
30 minutes to reach these coasts.

Weaponisation
Nuclear weapons are not the only source of EMP, which can occur
naturally. The sun can produce a Corona Mass Ejection (CME), an event
in which the sun suddenly and violently releases a mass of ionised gas.
This plasma is accompanied with a magnetic field from the sun’s corona,
which surrounds the sun and constitutes its atmosphere. Both the plasma and the magnetic field are released into the solar wind; the stream
of charged particles travelling away from the corona. CMEs will hit the
Earth’s magnetic field, potentially resulting in the release of terawatts of
electricity, potentially impacting transformers on the grid in similar fashion
to an EMP. In March 1989, a CME had negative effects on global communications and caused major power outages in western Canada.
Suspicions persist that some countries have harnessed the EMP for
non-nuclear weapons. In June 2020, the US government released a report entitled The People’s Republic of China Military Doctrine, Plans
and Capabilities for Electromagnetic Pulse Attack. It sounded a sober
note: “China has (high-altitude electromagnetic pulse) simulators and defensive and offensive programme that are almost certainly more robust
than any in the United States.” It continued that the country perceives
the destructive capabilities of the EMP “as an extension of information or
cyber warfare, and deserving highest priority”.
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Mitigating Factors
How can naturally occurring and deliberate EMP events be mitigated?
One approach for a deliberate event is to use a Faraday Cage. Invented in
1839 by scientist Michael Faraday, the cage takes the form of a conductive metallic surface surrounding electrical systems. Scaled up or down in
size, some are even large enough to protect entire buildings.
An external charge will hit the cage but be conducted around the outside of the space the cage protects, preventing the charge entering the
interior. However, there is one problem. The cages can require holes cut
in them so power or telecommunications cables can reach the systems
inside. This risks reducing the cage’s efficacy. Holes drilled for the cables
provide potential apertures through which an EMP charge can enter.
Revealed in late 2021, Face Companies’ PulseStar EMP mitigation
technology addresses this deficit, using acoustic transfer technology. Let
us suppose that a system inside the Faraday Cage needs to be connected
to an outside power source. Holes could be drilled into the cage to run the
power cables, but this would risk degrading its’ efficacy. The PulseStar
ensemble includes the Faraday Cage, and acoustic transmitters and receivers. The power from outside is converted into an acoustic signal and
transmitted to the acoustic receiver inside the cage. The receiver takes
these signals and converts them back into power for the systems to use.
These acoustic signals are inaudible to humans.
A company statement provided to MilTech says that the PulseStar
technology can be scaled up and down to support a host of power levels.
This can range from low-power devices requiring circa 10Wof power
up to “megawatt-class applications” protecting grid substations from
both intentional and naturally-occurring EMP events. Alongside power,
PulseStar performs similar conversions and transmissions for telecommunications signals. The company says that PulseStar is currently at
TRL-4, meaning it has been validated in a laboratory environment. Face
Companies says that it hopes to have products available for market by
late 2022/early 2023.

